2.0 - Networking

Ports to PRACTICE:

AFP (Apple Filing Protocol) - TCP 548

DHCP (Dynamic Host Configuration Protocol) - UDP 67 & 68

LDAP (Lightweight Directory Access Protocol) - UDP 389

SMB (Server Message Block) or CIFS (Common Internet File System) [Windows] - TCP 445

SNMP (Server Network Management Protocol) REQUEST - UDP 161
SNMP (Server Network Management Protocol) RECEIVER - UDP 162

SLP (Service Location Protocol) [Apple] - TCP & UDP 427






    *** Remote into devices ***



1. FTP (File Transfer Protocol)

- TCP 20 (Active Mode Data) [Send a file]
- TCP 21 (Control) [Admin session]

- Transfers files between systems and BASIC file management (copy, move, delete, etc)
- Authenticates w/Username and Password (also uses "Anonymous" username)



2. Telnet (Telecommunication Network)

- TCP 23

- Command line; similar to SSH, but IS NOT SECURE; OBSOLETE
- UNSECURE


3. SSH (Secure Shell)

- TCP 22

- Command line; full featured functionality (list, add, delete, move, etc)
- Looks like Telnet (TCP 23), but is SECURE
- ENCRYPTED communication link between 2 devices


4. RDP (Remote Desktop Protocol) [Windows]

- TCP 3389

- Shares a desktop (GUI); can control/view the entier device or just an application
- Clients for Windows, MacOS, Linux, UNIX, iOS, Android, others...


5. SNMP (Simple Network Management Protocol)

- UDP 161 (queries)/162 (alarms)

- Manage devices REMOTELY; Network Admins use this

* NOTE: Version 1 - UNSECURE; gets very basic queries
* NOTE: Versions 2 - UNSECURE; gets many questions at the SAME TIME; gets 1 big answer back
* NOTE: Version 3 - SECURE; provides message integrity, AUTHENTICATION, and ENCRYPTION




    *** Sharing ***


5. SMB (Server Message Block) or CIFS (Common Internet File System) [Windows]

- TCP 445

- File sharing, printer sharing; directories

* NOTE: NetBIOS: allows apps and PCs on a local network to communicate with network hardware and transmit data
* NOTE: OLDER Windows uses NetBIOS:

1. UDP 137 - nbname
2. UDP 138 - nbdatagram
3. TCP 139 - nbsession

* NOTE: WINS (Windows Internet Name Service); TCP/UDP 42 OBSOLETE; name registration and resolution service that maps computer NetBIOS names to IP addresses.



6. AFP (Apple Filing Protocol) [Apple]

- TCP 548

- File services; file sharing; full featured functionality (list, add, delete, move, etc)


* NOTE: Works with SLP (Service Location Protocol), [a LAN] NETWORK SERVICE DISCOVERY protocol; runs on TCP 427 UDP 427; populates list of available servers (devices)



    *** Mail ***


7. SMTP (Simple Mail Transfer Protocol)

- TCP 25

- sends mail; server to server OR DEVICE to server transfer


8. POP3 (Post Office Protocol)

- TCP 110

- BASIC
- stores mail on client device LOCALLY


9. IMAP (Internet Message Access Protocol)

- TCP 143

- Modern; includes management of email inboxes from multiple devices
- receives mail from server REMOTELY




    *** Network/Online/Websites ***


10. DHCP (Dynamic Host Configuration Protocol)

- UDP 67/68

- Automates configuration of IP addresses, subnet mask, etc to all local devices

* NOTE: DHCP Reservation: IP Addresses are assigned by MAC Addresses in the DHCP Server; a block of STATIC addresses are held open


11. DNS (Domain Name System)

- UDP 53

- Converts names/url's to IP Addresses
- The "PHONE BOOK" that translates IP Addresses; a record of all STATIC IP Addresses


12. HTTP/HTTPS (Hypertext Transfer Protocol [Secure[

- TCP 80 (Unsecure) | TCP 443 (Secure)

- Used by BROWSERS and other apps




    *** Other ***


13. LDAP (Lightweight Directory Access Protocol) [Windows] (i.e think of Active Directory; DATABASE of users)

- TCP 389

- Stores and retrieves info in a network directory
